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Inspector General of Police Dan Bahadur Karki

(Chief of Nepal Police)
Naxal, Kathmandu
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Felicitations

On the occasion of the establishment day of the Crime Investigation Department,
| extend my sincere appreciation to the C/D Magazine team for providing this
opportunity to share my reflections. | also convey my warm greetings and best wishes

to all personnel of the Department.

This publication serves not merely as a magazine but as a valuable forum of
professional learning—enhancing understanding of the evolving nature of crime and

the broader socio-national environment in which it occurs.

In an era of rapid technological advancement, crime has grown more complex and
transnational. To meet these challenges, our department must continually strengthen
its investigative capacity through skill enhancement, technological integration, and

institutional reform, ensuring investigations remain scientific, evidence-based, and

effective.

| commend all past and present members of the department for their professionalism
and dedication. May your continued integrity and commitment to excellence further

enhance public trust in the justice system and in the Nepal Police.

I wish C/D Magazine continued success as a source of knowledge and inspiration for

all engaged in the noble field of crime investigation.

Dan Bahadur Karki

Inspector General of Police

13" November 2025
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EAdditiona! Inspector General of Police Sushil Singh Rathour Nepal Police Headquarters,
. Naxal, Kathmandu, Nepal
Chief of Crime Investigation Department

Greetings

On the auspicious occasion of the 70™ Establishment Day of the Crime Investigation
Department, 1 extend my warm greetings and heartfelt best wishes to all dedicated officers
and personnel of the Department, our respected former chiefs, and all those who have
continuously contributed to the advancement of criminal investigation in Nepal.

Since its formal establishment on Ist Mangsir, 2012 B.S., the Crime Investigation
Department has remained committed to upholding its motto — “Objective Crime
Investigation, Respect for Human Rights.” Throughout its long and distinguished journey, the
Department has served as a cornerstone of Nepal Police’s professional excellence, ensuring
that justice is pursued with fairness, integrity, and adherence to the rule of law.

In the course of its evolution, the Department has adapted to the dynamic landscape of crime,
which has become increasingly sophisticated, organized, and technology-driven. Our
investigators have continued to enhance their professional capability by integrating scientific
tools, digital forensics, and intelligence-led approaches in the pursuit of truth and justice. This
transformation reflects the Department’s unwavering dedication to strengthening the criminal
justice system and maintaining public confidence in law enforcement.

On this meaningful occasion, the Department is publishing CID Magazine, 2082, which
serves not only as a reflection of our annual achievements but also as a platform to share
knowledge, experiences, and insights related to the field of criminal investigation. The
magazine highlights the Department’s ongoing efforts in institutional strengthening, policy
development, capacity enhancement, and inter-agency coordination. I believe it will inspire
our personpel to continue their pursuit of excellence and uphold the proud legacy of
professionalism that defines this institution. :

I would like to take this opportunity to express my sincere appreciation to all officers and
staff of the Department for their relentless dedication and commitment to duty, even in the
face of evolving.challenges and limited resources. Your perseverance, integrity, and sense of
responsibility remain the true strcﬁgl.h of this institution.

As we celebrate this important milestone, let us honor the contributions of our predecessors,
reaffirm our institutional values, and work collectively toward a future where crime
investigation is ever more scientific, impartial, and effective. Together, let us continue our
mission of ensuring justice, protecting human rights, and co ibuting to a safer and more
prosperous Nepal. ;

Yo
Sushil Sifigh Rathour

: (Additional Inspector General of Police)
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Message From

Chief Editor

On the auspicious occasion of 70th Establishment Day of Crime Investigation Department (CID),
we are delighted to bring this annual issue of CID Magazine 2082 to all our beloved readers. CID
Magazine is a publication that stands as a witness to the continuing commitment and professionalism
of the Crime Investigation Department (CID) of Nepal Police.

As we embark on another year of service, this magazine remains a reflection of the dedication,
courage, and innovation of the Crime Investigation Department of Nepal Police. Nepal Police strives
for preserving quality lives of people by thoroughly investigating criminal cases. seeking thoughtful
solutions to crime and security issues and foster sense of security and confidence among the people.
To fulfill this purpose police personnel are committed to serve with high standard of professionalism,
passion, integrity, team work, accountability, ethics and honesty. This publication serves not
only as a record of our achievements but also as a platform for knowledge-sharing and reflection.

Details of activities blended with pictures, facts and figures will satisfy your quest to learn about the
interesting and challenging job of crime investigation. I have a strong belief that going through this
volume will also help reader understand his/her own responsibility as citizens of our society and
voluntarily work towards crime prevention and result oriented investigations.

As Chief Editor, I am proud to present this collection of work that speak to our ongoing efforts to
protect and serve the people of Nepal. I extend my heartfelt thanks to all the contributors, officers; and
staff who have made this edition possible. Your efforts are greatly appreciated and will undoubtedly
resonate with our valuable readers.

Thank you for your continued support, and I hope you find this edition of CID Magazine both
enlightening and inspiring.

Let us join our hands together to make our society safer and crime free.
Let us uphold rule of law.

o gt

DIGP Sanuram Bhattarai
Chief Editor, CID Magazine 2082
Crime Investigation Department, Nepal Police, Naxal, Kathmandu
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Better and safer society with effective
and efficient crime prevention and
investigation.

To develop robust evidence based
crime prevention and investigation
procedure through the incorporation of
intelligence and modern technology.
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HIGHLIGHTS OF CRIME
INVESTIGATION
DEPARTMENT




* All Dates are in AD

1 95 1 ® Establishment of
Central Investigation Bureau

1 962 ® Application of
Forensics Fingerprint Examination

‘ 1 969 @ Usc of Canine in Investigation

Establishment of
‘ 1 97 5 ® Basic Functioning Units for Forensic
Dog Training School
Establishment of
Crime Investigation Department
‘ 1 992 ® Narcotics Control Law Envorcement

Unit (NDCLEO)

‘ 1 99 5 ' Establishment of Women Cell >

DEPARTMENT

2 0 o 8 P Upgradation of Woman and
Children Service Directorate

EVOLUTION of CRIME INVESTIGATION

Use of Polygraph Examination

DNA profiling
o Three-year Crime Prevention and

Investigation Plan (CAP)

20 1 5 @ Establishment of Digital Forensics Lab
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* All Dates are in AD

Establishment of Data Center

Installation of Automated Fingerprint
® Identification System (AFIS)

Use of Mobile Forensic Van

Establishment of Cyber Investigation Bureau

Establishment of Anti-Human Trafficking Bureau
. Central Dog Training School Upgraded to

Canine Division

Establishment of National Crime

Informatino Center (NCIC)
® Inception of Online Police Clearance

Report (OPCR)

Extention of Provincial Coordination Center
for Children at Risks in Koshi, Madhesh &

Lumbini Provinces.
. Expansion of Canine Services at the Boarder

of Parsa District.
Establishment of Nepal Police Provincial Office,
Forensic Unit at Nepalgunj, Lumbini

Establishment of Canine Unit at Gautam
‘ 2 0 2 2 @ Buddha International Airport,

Bhairahawa, Rupandehi

DEPARTMENT

Expansion of AFIS Enrollment Stations
‘ 2022-23 © in 79 Police Units

EVOLUTION of CRIME INVESTIGATION

2 0 2 3 Establishment of Nepal Police Provincial
® Office, Forensic Unit at Dharan, Koshi
Establishment of Core Firewall
‘ 2024 @ safeguards data center servers with

active security licenses

Approval has been granted for three
‘ 2 0 2 @ ~:dditional units for criminal case registration,

making a total of 225 units at present.
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CRIME

225

Police Units
Authorized to
Investigate
Criminal
Cases

District | Specialised
Police Bureau
Range

18 \ 74 /118

District Area
Police Police
Office \ \Office

Police
Circle
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PERSPECTIVES
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eI TR HSAMI YART WUPT BIEIR
fEeTTH FEANT gD |

JEP UANS RN RIS EeSHID
IFAHE T X B Lead UK g THDDI
AR A TGN JARY |

ATHT




gcARIGHAT Luminol Reagent YANTDHI UHITTA

WS T FHINH THhl B

Ufg®l ARVMET JAMEIH AHIRT TR T
e |

QM TRUMT ECARIGH] QARRIGA Il DN

T4 UeE |
THT RO ARKIT GRe HIaeTIhl 12

Luminol &1 TME®R! &3 WAF g US9 |

FrIl TR HIfdd Fge THT Fehod
3@ (Documentation) T UGS |

gfdl @RoMT Post Application Procedures
@IS UHANTT [/UH] TS 9e18Y Uas |

qfgell ACUTHT AR AR qET i
e ammEER SHaeaTE T W

SITARYhI

AR Luminol Reagent <

Hydrogen Peroxide,
Spray Bottle a1 Applicator m9-9,

fhid gRem AEREN (Personal Protective
S&I: Gloves, Mask, Head
Cover, Shoes Cover ¥ Protective Gear,

Equipment)

Camera with Lowlight Capability and
Tripod AT HH UBIR AT YTH] RIFR]
Y gIRrS,

IR BIERTDHIG] SIFT F¥a AT Tl
qr Aol fheex WUl gdrer (Flash) @t

RN T U&S |

YT AYUTHT TATETA HIEeATIH qAT ATATHRA
st freTETET w1t @R T W

FAaUYH  "eARIGH!  ERE<l  (Cordoning)
TR GReT Y URo |

HCARIGH] fARATH IRAT Ale feule g
TS |

HCARIGH] BICHTH T UGB |

AT THIAT cARIGH] g UM UHTe

/%]

(I Y XY
Luminol Reagent &1 YIS

HCARAGHT 3G HUHAT 8D ¥
AP TFES W YA Had

T X 9% HIfde Ggad TEve

fora® gHT (Conclusive
Evidence) @ G9d S T

NUHIS Luminol B TANTOTS
JURTY IFETD] A TP
HEwaYUl AT RATFTHT HUHT
o1 afeo |

AP TR HCARIGSTE QU1 WUHI IR
g9 UGB d UcARYGels geed Sl
RIAe] FHIAT Luminol &1 YAN 7 USH |

T FCARISG YU HUAT AR Y UL
Luminol Reagent &I UAN UdmaAl WM
qeIS] Uao|

qEl AU R gIETT ATEERT qr
Luminol &7 THEHRI ST TEWT T WO |

IR GReN AP I s TANT 1Y
e |

Luminol &1 Ud&l G¥&e 3@l I Blaes
gfighe SRR T 9UHIS AEl I BTG
UIE DA Tel V8 Ueo |

Ap B8Y Ue8 X SUYh  ACoHaTd]
JRl ey Uee |

SU»&l 99% ML Luminol Reagent ¥ 1.y
7 Hydrogen Peroxide &1 Ud SISH
fsor MR TSe ddeH I god UES
TGO §eolSy U® | 99 Il HI6 gedl
TEa] JgH] SRIB, T I1 °I6 TIRTHT ST
SUFH HA 9 g A B |




A Hieols gCARIGHT 1 FH I o g6

fopefr 8107 TRPT 3MfHaH o fivic T=H=
AT SIS TSR] TFEIC B TH Fa8S |
35T WA g A FWIAd SSHT Ul
R Luminol @1 ® 3f4d  Working
Solution ®Ts Bfdhy (Spray) U&® I |=IAd
318 Ufhe T TAfhuHT TRl HeARIGHTS
fera T fsro7 8fdhg (Spray) UEE |

e Svomr Wifdd g9e AR agEed T

Documentation (Golden
Tt e w1 T WY
JAFTG TARTHT BRI 30 HBUSUS Aol
TG 3Mh BRIW S WUDIS Bihg (Spray)
¥l ufgs Tripod WP FHRT TIARI

SCREIENIC CCtal

Luminol YW IRY®I YRIMT I3l ISH!
TG SRIB B W IR AN Yl TR
wad fomg &g 9dw ¥ Forensic Evidence
Photography @I &R Yol H@EIbT A1
Tripod ¥ RGBT YA TR AhIS BICT

fog Jeo |
acqgard yHToT dhed (Evidence Collection)
B Aol REos g e 9™

qUHH A 2faudl g aeg Mdreg Uew
T F™G 9T [T SRIUDT HIT BT [FabTey

USE X W UM §d AWy gadx 91 W@d

o - o c
ERIN SR STIeR Tlﬁ Jq® | Hhlod HPaly

Principle)

drofhl  dashd  (Room Temperature) 1
gdls Packaging, labeling ¥ Sealing TR
A SAHAD] TR I HRTGID] BIY
SERICHISG MECtaal

4

qfet IXuw™ Post Application Procedures
et feee w1 ™ wo

FeARIGH Luminol Reagent TART U¥=mq
HEhad RSB TGS GIEd el ysd
PRITGIAT ST ¥ Fgad! 2gal (Chain
of Custody) ®”H R U&vrdT @I
Fraeadl g9 (Covering Letter) wfed
HRES YINRIGE TSy Uao |

Luminol Reagent &1 #& @HEE

Luminol &1 YIREIE WA TARIDI FaweIHl
FHd %M (Iron) S AHAEHAT FHA
A1 bRl ol g1 daes |

IRTAI HUDI eI Luminol Reagent &1
yfpgEie I~ Aol IShl DYl o

Al §q1 TCARIG®Is YUl HUAT SR
R JH IHH] TN T UGS |

Luminol Reagent &1 IR 3m@fd AT
(Date Expire) YU ERAM JAa AUfed
o fas |aad |

Luminol &1 YINEIE Wd SRIPI SSHT 30
HHUSHH AH Aol YD Jorl g6 | o
UhRl QREaudl SRSH WIfdd Hge dohle
Jorg  WIEv gfdded | T g
dcples BRNTH JANRIGH UeTs] Uas |

f=pEHT 91 81 99 Luminol Reagent &1 ANTS
JCARIGHAT G TUAT JH! TAHT  THES
W ®YAT Hahd T Y S Hifdd dgadl
Teores fAoid wEer (Conclusive Evidence)
P AT BRI T YTHIS Luminol P TANTSTS
ORI JFERIDI &FH] UH Hewdgul A
JMIHP! wUAT fos1 Afo |

€.




FIia CEHIUT FAG
JTGL T AL

BT

Al Aiie Seeg gfd T a1 anfde @M
g T fRI SUeRvERels TAN TR TIRA
RGN BRIEROTS 3MMYD AR Ao | e
RIS FHY AMY® yoned, fawra Ao, wnf
GRET T GRTHAT SRR Ules | fawaw siefie
FHIf<d] AHGATAS IMAd IURTEDI STH D] I
o ufafder ga e v enfde S=foR
A YR/ TRIUES <@ UH AT
qs | gfaeer Mareer mRmere S,
giite, MRA X A991 &R AfcH, 99 diod 86
T X qdHe] JEIP! SR SRl HUEs go
Hup! AR5 | 9¢ 3t aremr g Foiewes
AOIGROI <ATH  deadl IANE B IR,
YR JOIRHA WS T4, dfdrg UoTSID RGN
™ X Adhel  BROTAERT RO fod S
Tfafaftes onfde srRigdr wuAr IRET AR
RN | /IR A9 R¢o B TUHIC HHYER T
geIcdl MG ASeR WY A% 3MMd
JRY Al TRUM] YJY TRB] UsB A dfdhg
M, FRERA IR dfhg gondier g, ekl
gra1dxvl (Money Laundering-ML), 3fdghdRl
%R (Terrorist Financing-TF) A1 fa=ia &
ST JURTIEwd] GHald HUDI Al SRao |
R 29 ff vl g fefics g gawr
H BTz Tl R, defhe IR, riifa®
ol (Virtual Assets) Fwl BGR, FHRT Fg 1Rl
(Money laundering), g€, Online S, HRIRT
i, Ransomware Attack STl 3@ SRS
gEad WUH] US| I STARAT ITHIBIDR]
Enron Scandal (2009) ¥ Lehman Brothers
Collapse (00¢) |1t SHAIBT Wirecard Scandal
(030) T HeATeTs 3MMd IURTERT TR

/4]

%ﬁaﬁ'lsw'&a'eﬁ

A JAfa@q JTEIW X, TaTHEA

(Y X I
N AWREH AR
YHRSBT § I THRT YEIHT
TR HRe favas faxig
YUMSIGTE ekl far HYa! gal
faeg 1 gud farve 1
THYE §< TP B |



SSTENvThl wuHl fod dfeo |

M qorn foig sroRIgd! faevdewels gal Al
gD, Ufdftyg<h, @us 3 Wfes afgo |
MY RIgEw YISl Non Violent and
Victimless g1 gal <ePI 3MH YUMSH] JHDI
SIRgH ¥ &l Heargdd M Bicd g1 o favy
Uit AT TURTE MY HI=PBI UGTHDRI R
Sed dlfgd Pl FHA FOTaE g WUDI
TGS gaydl 3xre (White Collar Crime) @t
[OAT I SR TR | A AREEH T2
THRBT §1 X FHRT YGTDHROT ST HYRS [d9qh
fRia yondiers gar fa 9ual ga1 fawa A
] ARl S ghge g3 TUal B | a9d
JU WRU G aR¢9 dT G7 FHED! ARKIAE]
Financial Action Task Force— FATF <emusr
qUHl X I BRUCOS  FHRT YEIPRY ol
JAASHHR] BRAT I S FaRerer A
adh A UGS FHIOT TR ST ] gel
gAY RS A% [JeEWRHl  BId]
JERATD] HRTSH, AR yoes! fAbra= qedn
3 IR URAeHT A8ANT e Y& T o |

AUTG A9 2002 AT FATF &1 &5 W1 Asia
Pacific Group on Money laundering-APG @1
fxi &I 3 mHfdaTId grdsfaar fAwior
foarar fo/i @l FaRosn - |@s9d WS
JIRIET AMEUs YR 7+ Ufdag 2dl Ras |
RIKI, | 008 dC =UTe &A1 164 BIMSTEC
P TG I HUBMA &R W/UHA] AUTGe TR
PEIBRYI, JAghde a 3Mfd Rty HarRol
T gfdagar SAWel 8 | BIMSTIC &1

Convention on Cooperation in Combating
International Terrorism, Transnational Organized

Crime and Illicit Drug Trafficking, 008 @I -UI®
el T T &bl B | IR BT UG IR
I & WA M SToRTY ARl yunesHr venfid
TS Xghl B Y9 ey TRAT NP R
FaRvET TR YR @rgue aRagal © |

TPRIAD FANIC SR T SFRIfey
wRAT o fawaaadr $rH IR
e g SIFT IS HREGHES
SN TR g GOl e e
AT GEHHSR fApes srlt
gRg®t B | anariiie aRRefiers
=M I Uee TEiRT gEie)oT
TAT FAEHBRI BRI fa=ig ST
fraror == a9 o e
BRI (0¢9/¢R - 0¢Y[¢s) T A
foeare aikRe Ra gare®
Prarmerer fagiieser, 062 AR
TR A8 SHST hareeased
D WD) B

TR TAH AGEAqT
R YRR A IAASHHRI HRAT =i

ST fdvg TUae 3 P’ S[aURYI: YdgIHd
(Promotional), FREm#® (Preventive) ¥ Tl
(Punitive) T a=18 21fe ged! IRI=B | AT HI
gafed BIF daRees A fae R FHRy
FEIPeor (T wrereRy) FrameT 208,
FHRT P THR0T (1 BIE-sRe) MarRo RgHqrae)
2049, YR ARV UF 04R, URTIRE B
Al U4 000, URWRE B AR
AP 2000, Tgfdd SuRE AARY UF 2000,
dfhs HER TAT FOII U 068, HYRSTT TR
AT A (dhT FAI=0T I STHhd) U 0000 SR
faRtifeqa @rAe® ML/TF MaRUR ATt
REhl B | GHRI FEIPRUT TAT ATSDHBRI
FRA] R S Gl HRDI T
FHRY PRTHIVT JJHA [THRTR] eATdR A
EhMl fAfA o0¢o/aR/30 T FHRT FewRor (AN




®e~eRg) AR VA, 068 AT WU NG

AUTS Uedle I FROTaRIeTs 3TaaRe] ®wuHl foa

g PR SgaHE T Mere A gwf

YEIPRUD] JJHEE T I AASHDBRI BHIRIH]

RS QIR uRRefr giage! Rariens
AAAY R R/ U RIB | TR BTGP

O @Il AFl HERHAT AUTS TSN IIJEeT

feqafoeror, dfevgal M SMuarg-RA SifeH

T FIRT Nbl B | I JIRIS AUl ga

HId d‘{fbé\l, gfafere doal YN, SETINE? Haldl

URITD] SFFRFTBRI BRISHATS TR Y& IPRUTD]

™ c ™ [aN
HAFHETTHT TOHAIR dqIg XToJe) TR g [hRUT

frarRoT g Siiedl <Ra |

TGS FHRT GBIV TAT SASHDHRI BIRIH]
O ST faveg TRT YT ol BRIgs 9ATs]
Redl =By Afed FATF & -TUieas |9 034
Gga’! 9 " U fae  (Jurisdiction Under
Increased Monitoring) AT HACY TREBI & A

European Union (EU) & &9 2034 J9 93 A
High-risk third Countries for Money Laundering

and Terrorist Financing 4=l SlR%&#eh] G R
B | I TEIAG FAEe diiERA I SRIRGy
TRAT TGP fAgaafaar Hrm I s giga
IR OIS HRRGHES SR IRT ST FH0]
e Mo dur JgagFeR! Marges sl
IRREH B | FREMRe gRR@E Fa=om
W U0 AR PG TAT IATASDHDRI
PR RIS FaReT Sl JE1 I
AT BRIAISHT (0¢9/¢R - 0¢4/¢s) X U foeare
TiieRe Rra guR™He Brarherd! fawgiasor,
20¢3 ORI TR AIE FHISHGT PhaThaIsed
Bivad YERed] RIS | I T4l UG JJAHTBR]
FRIDT WUHI I8HT ~TUT Uil YAdl 3w

JoRTY ARl yoner 1 Heaqul Edl B |
qEIf JEIHTUT AT

g PRD] AJEUM T FHEEd Fers |
THRT YEIHROTD] JH T e IJAR
TR PEIBRU (A @evse) faRrur U,
Q088 Pl IFFA-G DI 3R JaT Ieoid WUH TG
HYIE® AL UG USRI IJAH™ T PRI 30
ITT M1 Gl TG HORewdl TRIRT a hxoTh]
FHA MG T RFHaRT 16 Ui U<l TNl
T | IR g VARG goqd dida!

RN, IR I gomedae g1 dRER, Taei
STURTE, STURTEHT  FATSIH]  GHTaRIe!  AfRhgwdl
NICASCINAT £ IR D EECTC R Lol s S F-C |
JFAHTTAT AR AMNATH ©, THFNGAR U

™

UEIo I Frikies Belda SaHMes digs,

S

YHOEE X FdEad  gfaf¥ier gEnan st
T aRee |

THRT YDV HYR AT W= DR 95
g HYRPl As-Scdad Bl | FHRI YgIBRUl
(A BeveRs) MaRu UH, 068 @ TWI 3 ©
FHRIP] ARG A GBS 1 B, HUTRY
T, BRI SIS BRIGTE TR Y& bRV
Hl Joord INDI B | X, Black's Law Dictionary
B IMJAR "IAY AHI Aifod Sd FHYR Y
IR HURRY T BhaTaTs A8y Y dRv]
9" | AT FHRT Y@ IhRUM a8 TR
3o (Illicit Origin) &g YEIFRYT T 3 el TRUEH
g 0T/ ®ar=x vl (Placement, Transformation),
dgdiaRY (Layering/Movement), RIS 3
guITe T Qfdarol (Integration) S=dT UG8+ | TR
UGS HEAS B U TROF] HUD! BRIGTS
TR YEIP H Il TRBT B | FERI
Y& IBRUTR] JTHHTTA] FHRIbl A (Source of

Assets) gyl g1 gal IcaRidl A (Source
of Origin) ®s IR BRF 81 9 e T e
dfvd U §8 | I8 gEE el ufgdd
R T Alhewd] FHU AHRIGRE @ogue ¥
ST 1 STRFT g&1 o+ 576 | TRy Faiaxol
qAT SMASHDHRI BRIAT R ST HYID]
IFHHTTHT UHHUAl TS X AFAH UHITATS
HgSl g5 SIJHETH Whoedl UK T I
ARd U6 Ue) YU SIS TR JEIHe]
AT SMATHBRI HRMAT I S Tl PR
FFAH e, 062 AT GIRI NPT B |




A

q

TR YGIPRYT HYRD! AFEHH & o
g fdyges AFTgaR W8d1 B

B OHE PR "G gjq-\-i, PIJT0 g DX

= gRYIYT TTRPI HEAT FHIRT Y@ bRl
MR g,

OIS UBNIh] G &FSeR D]
g PR YU, I TBRID] erFTeDRH]

A WAl FHTIHT USTSgu,

™

g HRAC HgRe GHfidl (Proceed
of Crime) 3T TR §JU+, FHRI U
g1 WHEE B FHERT PRI g,

) 9T FHRIBT G gdhRe! fa<ia

PREAR TRDI U |

IRRWF AAIR

TR YRGBV (A BR[USRS) FaRe U,
2088 B TWI 93 FHINH U TG HYRA
TR Y& IBIUTB] IGRI fATHAT a1 YD W1 90
A R BRI ghrsdlc [AeayorD! Al
TGN U< HUAT a1 TG BERD] MG T
SifeT FHRT YEIPROT FHA §F A (a0 Bl
IRAT ISR UTE T BRATGAD] Y@ Al FRH]
IR SiEgh g 91 TRISYUT §6 | IR
URME SIEgHha] ST SIrageh STadhde TedHdd
gy QP FHY UTKl M R SiMAgh URen AR
YEIPRUD] AFEEM T U d T R
HRU Afed PRGI YgE@ FHE Ufdded Ud
THUH §0 | IO URMMSG Sihgyh el IS
gfch! FHRidl faavor ofed Tgar @ e
fawHr Ry &= fague g0

g DIRD] Ira‘al"ll"ldl, PENIEY

I T ARG HYL WUPI §F U,

PHIREIC IMfold FHRI ¥ AEC 98 1Yl
HHRY B ARED,

BXAMCNYT  dAT _UT=<Xol
Transformation), dgdibrol  (Layering/
Movement), Tfddd (Integration) TR e
UITSTHT FHATIY] ‘NNCPI/"I‘NIQCPI,

4l

(Placement,

HERETC YTl FRARIPT A& URf, AId, WM,
A1 (Disposition), RER (Movement),
WA a1 | FHRl SIRD! ABR GHre,

Bl IR G deodl, ™UTARU] I eI

YUP! 3ravel faem™ IB/TREH,

PIREIC YT FHRI B A= ARG SMER
EeEq Ol GHERT UK RGBT, TANT TR
ql gRY IRP] AR MM T8 [TRESI,

JMRTES  TRAT[FHEDT  AMHR, Upla  qAql
RIS T, ATSHAD! SHIARIS!, TR
dern |1 @l fafdedr I @9 T FaER, =]

Y RIS <RITH![/FRauD! |

I URMIG SiFEgyh a1 FHRT YEIBR0T dh
G IS TSRS TASRIGAT X AT U]
PRIGY UG HeHd HUAT Siagsh T BrRITGID]

UH d8 AR HRGID ygEde Fog IRE

dHOHA & vl Bhl B |

el YETRTUT JTEH

URMS  JFEEE  FHIE HUURER g
YEIPRUD] AFEUN o &l FHRT Y THRT
g faumers SMeR! fid R eigae
AfARds THEg HEH JAFAEUM & AR
Ifhes THRT YRTHIOT TR HYI TP AT




dlpl FHA  UhHRT A JHHT T dga  HHIUI

TIR TGU §0 3 G HYIPI Jel &dl HUBI

Ao TUes | R YEIHRoTH] T
&1 G AABRIPI AHR BILAl BRI
qed FgAR®! fSFaRI )T TG94 g6

JATY] Ashed: i Aaoes, feiies
UHTUTERs, 93T a1 BRI, J&-3Mded AP
qRaRe FHRI fdarvl, SrEs afe,

TfSdhadml FHRl fdaver AT T,

SISEAE] HU D] aA1

\YI‘\Iq"I?-IIq"IdDI MY édj‘l"lﬂ,
TrEIf] 9T BIND] IUdpT aql =T,
qrefdd o+l (Beneficial Ownership) uf@dm,

S B, BHEw dl IRTEwdl Ifh
qfe=,

AfAGE IR VBT THI R(T) AT WU
faey fafdepT U X RTBIETY RUdDT,

0T 9Ife} Rgdl WHERl X SMIfd gal
YANTD] Ul X bl

YRR IHT D]

SIILIHT IJAR faRsi] AT o |

TR YE PR AR HYRD! BRI AHICT]
IR SiEagHh Go AUD! AJHd FHfaare q
Yl T8 W fdeell MerEre f[daror e Tgu qor
Sfe® YPRD! HYX WUAT BaRIIG g+ gawe]
ReH! B | FHRT Y& TBRUID] ATEEM TG ADHR
TG PR ARF-ARI A T, H GG THGH
g PYRD Fel ARR TR FHER FEIHRUTD]
ISy JARR el = W yfided
U9 US| GFEg BYRAT JEl Faodl a1 aad]
HUUR, HeTeh! fhRT WY 3faReTHT U F#f
YEIPRUD] HYRAT HEl IO Albah  FHd
IFE MBS A QRgu g6 |

SESEPIEIIECE IR

™
TR

gj,cg“lmwum Sl HHIKA HUYURHI]

FFEEE Yfdded TR TR ffeal ARGRI dolo

BRG] U T G g gfades

argfd fSTewT SIaTaddT - A1 el &l g Bl
SR D] B | AFEHH URIIET TR TaT Gl
BIoeR! BRIfAS Ffdr, 00y aHIR™ Arfbyd

AFGAD! S TIR T Yew | A Ufiae

TR el = fawger faR e fegud g5
g HYRD] AJEEM &l FHRT P& bRl

T HYR YYD ASHI T TATE MR
< YFIV] QAT SR BRI el RI8RT
gols Jafad drd qaIio G9g  Haid]
BIERCEREIE RN RECE IR

RIS AP IUT ATyl I+, TR
g 1R HERepl =)0 (Placement, Layering
& Integration) §A 8 Ieod I, HYSTY
FHfRTEwD] [davuT ] Jearseh TR Ui
fdeRoT IR (FHa Faael Jgan fod

),

HYRAIC 3o FHRT qePhdl A TGSD
= FHRY HY AP Ifhd T4, M wrH
Tl HRIIR ¥HA (Transaction Amount) I
SMRAT A9 IR FGIHROT HUHT FAfT
R 41 TgaD! THURI Gl Seod T,

U9d] I Q. FHINTH STthddl AR dfed
JFFIE UfigeT TR TR WE FERI S8/
AR AFTETE foq

UFDT I 38 IHINNH SIhd g1 |RIMT
qr AT,

UAdT THT ¢ B IUSHN () AR

SThd g FHRT a1 e,

FHERT a1 HERET FHEfud qEe e
T TETD] Bh, NI, WTfd a1 R 8hT
SRITAT X Al Hod RIERSD] 3 R
HLLGRIT EH a1 PIYRER  qRAfdd
g YUB! UTguHT ol TRy a1 e,

U] ST 88 SIJAR AFEEM  Ylada-Tal
AGIIH] ANGTEMT ge fogue Wuar 9oy
ge o AnErE Sl MaiReT, 0¢0" Bl
BRI AT,




TR PEIBRUT a1 ASHBRI HRAT A<
[aN o [aN o [aN
S ] HGIAT BT Gich a1 Bl
o o [aN

YEEIPl GART WUDI a1 B Ak a1 Bl
YT HUIAT e 9UH APl e ANIEM]

fos,

fader Wy TR FRET THREHAT YD SH
4 H 9P EFUGR Seod T, el TRIR
g9 I g1 SRR YQUf 3fWY<h a1 ufcarale!
g1 Ry A= (Disposition) TR !
GUEHT UAIDI ST 9¢ () THIRTH JdbT I
THr 38(2) IAINM M Hraw T Shddl
AN for,

A UfddeTAT yfaardia] @ e W
TGI ITH] AR HYIDI JHf IFAR a0
W g TN el ge AFGEE o,

PHEREIC Ao FHUREE 96 dTgdh] TRl
Ufbd TN A ufcideTd l Seod W1
e s T,

bl AT-FI I TR W gled W
arfadl g9y AFEEE  UfddeTE IR,
JTETTAT [ARIYSR] FEHTRIAT WYDI HY Al
T Galy WK I T,

F1 fAaxvEs g wegHare faqel Mern
HFT YUGT X A1 fJaR0T YT F9UDRT STa=ATH
a1 vy e Ioow T |

gafd ¥ A@™ (Trend and Typologies)

HHERT YETBRUID] BYID! TRBI, UGRI I AHEH
IR WERE T QeI JIURITDH! HUAT fadmRrd
HUD! §aT fIea] Sa@=- YUdHT HER T+ 37U
TR®T, I I IMATHSG T WRAT AT 3TN
T TV | A UHGde AFEAA] IR ]l

TR YRIHIOTHT A1 IH dAl UgRIEwals

TR Seod T Afdo:

Currency Exchanges/Cash Conversion:
AT [/IHI HHYDI IHHAGTS BT Q@S
facel g1 wedl o= a1 JHHmd Uh Hal

HHRT YIB! AT TG0
HHTR TG DG AR-AR)

G T, ST TG THHT TG

HYID &I SRR TR TR
PRIBRUTD] JHEFGTE TR

ol a1 TR ufdeeT U T |
g YA el Taod! a1 Jodl

AU, JETDI fHART QD!
TR U FRT YETHROTH]

DHEAT eI OIS Aibl qh FHA

TGS &F g 59 |
'Y Il

3pT JaTI URac TR,

Cash Couriers/Currency Smuggling:
TG THHGTS GHIUR HMUR 91 JREIE d1fe”
USISIHT W ARG U drdR AT

14X XhH AT [CHIERIA

Structuring (Smurfing): Ruifs®dr dr
THSH WAl B 3fAY IPHGIS O HM
fewar dfeR SR aIfthes a1 @aEwdl YA
TR IHAT ST TR,

Use of Financial Products, Services,
Credit Cards, Cheques, Promissory
Notes: faff=1 dfhs Sumxvr, s @S,
IH, FHUF TIANT TR (Y IGHSTs dfdhe
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Artificial Intelligence in Law
Enforcement: Opportunities,
Challenges, and Ethical Considerations

Introduction

Artificial Intelligence (Al) is revolutionizing law
enforcement by providing technologies to enhance
crime prevention, streamline investigations, and
improve public safety. From predictive policing to
advanced surveillance, Al enables agencies to
process vast datasets, uncover hidden patterns, and
respond to threats with unprecedented efficiency.
However, these advancements come with ethical,
legal, and operational challenges that demand
careful oversight. This article explores Al’s
transformative impact on law enforcement, its
applications, benefits, challenges, and the
importance of responsible governance, with insights
from global practices and Nepal’s National Al
Policy Draft 2081.

Applications of Al in Law Enforcement

Predictive Policing

Al-driven predictive policing analyzes historical
crime data, socioeconomic  factors, and
environmental patterns to forecast potential crime
hotspots. Systems like PredPol, used in cities such
as Los Angeles, optimize patrol routing and resource
allocation, enabling proactive crime prevention. For
example, the Los Angeles Police Department
reported reduced property crimes in targeted areas
due to Al-guided patrols.

Facial Recognition and Biometric
Identification

Al-powered facial recognition systems, such as
Clearview Al, match faces from surveillance
footage against offender or missing persons
databases, even in challenging conditions like poor
lighting. Advanced biometric tools, including voice
recognition and gait analysis, further enhance
identification capabilities, support rapid suspect
identification and missing persons searches.
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Automated License Plate Recognition
(ALPR)

Al-enabled ALPR systems scan license plates in
real-time, cross-referencing them with databases of
stolen vehicles or wanted individuals. These systems
have proven effective in recovering stolen cars and
apprehending suspects, as seen in widespread use
across U.S. and European law enforcement agencies.

Digital Evidence Analysis

Machine learning algorithms process vast digital
datasets, including social media posts, emails, and
multimedia files, to identify patterns and
connections. Al can reconstruct deleted files,
decrypt communications, or map relationships
between  suspects,  significantly = reducing
investigation times. For instance, tools like
Cellebrite’s Al-driven forensics have streamlined
evidence analysis in complex cases.

Natural Language Processing (NLP) for
Documentation

NLP tools automate police report generation by
transcribing body camera audio, interviews, and
officer notes. These systems extract key details,
ensure record accuracy, and flag inconsistencies,
reducing administrative burdens. The use of NLP,
tools like Nuance Dragon Law Enforcement has
allowed agencies to improve documentation quality
while freeing officers for fieldwork.

Autonomous Surveillance and Drones

Al-equipped drones and CCTV systems, like
China’s Sky Eye with over 200 million cameras,
enable real-time monitoring and threat detection.
These systems track movement patterns, assess
behavioral indicators, and alert authorities to
suspicious  activities, enhancing situational
awareness in crowd control and disaster response
scenarios.

Combating Al-Facilitated Cybercrime

The rise of Al-facilitated cybercrime, where
criminals exploit advanced Al tools, poses a
significant challenge for law enforcement. Malicious
actors leverage technologies like deepfakes for
impersonation and evidence tampering, Al-driven
phishing and social engineering to deceive victims,
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Al systems trained on biased
datasets can perpetuate
systemic inequalities. For
example, predictive policing
tools have been criticized for
disproportionately targeting
minority communities, as seen
in Chicago’s discontinued
Strategic Subject List, which
raised concerns about fairness
and transparency.

and adaptive malware to evade cybersecurity
measures. Additional threats include automated
fraud, cyber espionage, algorithmic trading
manipulation, exploitation of IT devices, and Al-
generated content for extortion. These crimes are
complex, scalable, and often transnational,
complicating detection and attribution. To combat
these threats, law enforcement agencies are
deploying Al-powered detection systems to identify
anomalies and deepfake signatures, collaborating
with tech experts to develop countermeasures,
enhancing officer training in digital forensics,
strengthening international legal frameworks, and
promoting public awareness to bolster resilience
against Al-driven criminal tactics.

Benefits of AI in Law Enforcement

e Efficiency: Al optimizes resource allocation,
enabling data-driven deployment of personnel

and reducing administrative workloads.

Speed: Automated evidence analysis and real-
time surveillance accelerate investigations,
allowing faster case resolution.

Safety: Al identifies high-risk situations,
providing real-time alerts to protect officers
and the public.

Objectivity: Well-designed Al systems reduce
human bias, promoting equitable enforcement
when trained on representative data.



e Scalability: Al processes terabytes of data
quickly, enabling agencies to handle complex,

multi-jurisdictional investigations.

Challenges and Ethical Concerns

Algorithmic Bias

Al systems trained on biased datasets can perpetuate
systemic inequalities. For example, predictive
policing tools have been criticized for
disproportionately targeting minority communities,
as seen in Chicago’s discontinued Strategic Subject
List, which raised concerns about fairness and
transparency.

Privacy and Civil Liberties

Extensive use of facial recognition and surveillance,
such as China’s Sky Eye, raises concerns about
mass monitoring and privacy violations. It is crucial
that any use of Al in surveillance respects
constitutional rights, ensures transparency, and
avoids infringing on civil liberties.

Transparency and Accountability

Many Al systems operate as "black boxes," making
it difficult to understand their decision-making
processes. This lack of transparency complicates
accountability, especially in cases of errors, such as
wrongful arrests due to faulty facial recognition.

Technical Infrastructure

Maintaining Al systems requires significant
resources, including server farms, real-time
analytics platforms, and specialized expertise.
Smaller agencies may struggle to scale these
technologies effectively.

Over-Reliance on Technology

Excessive dependence on Al risks diminishing
officers’ critical thinking and judgment, potentially
leading to errors if systems are trusted without
human oversight.

Case Studies

China’s Sky Eye System: With over 200
million CCTV cameras and a database covering
1.4 billion people, this Al-driven system
enables rapid suspect identification and crime
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By prioritizing robust governance,
community engagement, and
human oversight, agencies can
harness AI’s potential while
upholding justice and civil
liberties. The future of Al in law
enforcement lies in collaborative
efforts among technologists,
policymakers, and communities to
ensure innovation serves the
public good.

reduction. However, it has faced international
criticism for monitoring ethnic minorities and
political dissidents, highlighting privacy
concerns.

Chicago’s Strategic Subject List: This Al
tool aimed to identify individuals at risk of
violent crime but was discontinued due to bias
concerns and lack of transparency, underscoring
the need for ethical Al deployment.

London Metropolitan Police’s Live Facial
Recognition: Used for arrests, this system has
faced legal challenges over privacy violations,
prompting calls for stricter regulations.

Nepal’s National AI Policy Draft 2081: A
Model for Responsible Al

Nepal’s National Al Policy Draft 2081 serves as a
forward-thinking blueprint for responsible and
ethical use of artificial intelligence. Recognizing Al
as a transformative tool for national development,
the policy draft focuses on integrating Al into key
sectors such as education, healthcare, agriculture,
tourism, and public service. It aims to create a
secure and inclusive Al ecosystem by addressing
existing challenges like lack of skilled manpower,
limited access to quality data, and weak legal
frameworks. The policy draft envisions the
establishment of a National Al Center and an Al
Regulation Council to oversee ethical standards,
ensure transparency, and promote responsible Al



practices aligned with national sovereignty and
global norms.

At the heart of the policy draft is a commitment to
ethical innovation and inclusive growth. It promotes
Al literacy, research, and entreprencurship while
encouraging public-private  partnerships and
international cooperation. The draft outlines
measures for capacity building, including curriculum
development, Al-focused training, and incentives
for startups. By emphasizing data protection,
fairness, and human oversight, the draft ensures that
Al technologies are used in ways that uphold human
rights and public trust. In doing so, Nepal positions
itself as a model for developing nations striving to
balance technological advancement with social
responsibility.

The Path Forward: Ethical and
Effective AI Use

To balance AI’s benefits with its risks, law
enforcement agencies should:

e Adopt Governance Frameworks: Establish
clear policies, regular audits, and oversight

mechanisms to ensure responsible Al use.

Engage Communities: Foster transparency
through public input to build trust and address
concerns.

Mitigate Bias: Continuously test and correct
Al systems to prevent discriminatory outcomes.

Prioritize Human Oversight: Use Al as a
decision-support tool, with humans retaining
final authority.

Develop Infrastructure: Invest in scalable Al
systems and training for technical police units
to manage deployments effectively.

Future Trends

Advanced Operations Centers represent the future
of coordinated data-driven policing. These centers

leverage Al to monitor real-time data feeds such as
surveillance footage, sensor alerts, and emergency
calls and make rapid decisions on resource
deployment.

Drawing inspiration from Huawei's Al-powered
command centers in China, these systems can
automatically analyze incidents and dispatch the
nearest law enforcement units based on location,
traffic conditions, and threat level. By integrating Al
with GIS mapping and predictive analytics, such
centers enhance situational awareness and
streamline responses to everything from traffic
violations to public safety threats. This shift from
reactive to proactive policing enables faster
decision-making, better resource allocation, and a
higher level of public safety in both urban and rural
areas.

Conclusion

Al is transforming law enforcement by enabling
data-driven policing, faster investigations, and
enhanced public safety. However, its adoption must
address challenges like bias, privacy, and
transparency to maintain public trust. Nepal’s
National Al Policy Draft 2081 exemplifies a
proactive approach to ethical Al governance,
offering lessons for global law enforcement. By
prioritizing  robust  governance, community
engagement, and human oversight, agencies can
harness Al’s potential while upholding justice and
civil liberties. The future of Al in law enforcement
lies in collaborative efforts among technologists,
policymakers, and communities to ensure innovation
serves the public good.
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U.S. Dept. of Justice, Nat'l Inst. of Justice, Electronic
Evidence: A Guide for Law Enforcement 5 (2002).

Eoghan Casey, Digital Evidence and Computer

Crime: Forensic Science, Computers and the Inter-
net 1 (2d ed. 2004).
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3 United Nations Office on Drugs and Crime (UN-
ODC), Digital Forensics, UNODC e4j Cybercrime
Module 4, https://www.unodc.org/edj/es/cyber-
crime/module-4/key-issues/digital-forensics.html

(last visited Aug. 14, 2025).
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¥  Nat'lInst. of Standards & Tech., Guide to Comput-
er Security Log Management, NIST Special Publi-
cation 800-92, 1 (2006), https://csrc.nist.gov/publi-
cations/detail/sp/800-92/final (last visited Aug. 14,
2025).

Scenes of Crime Officer

AEIES BIAATHT Ao A<, JRER a1 WAEs
UOTSH, U T g1 MR T4 BRIas Jrcs
e |

Y-SUIEHT ARG "ToES UIford
BRI

faN

faN

S [IXCH

o

Al

TG



B, Bal BBl UM AlPD I TS I T Bl
PRI I S g TEawd B R Ul

N [aN
SIS YRS dESEl TR | AT ATHI]

9els BRf<as ofd uffio | aga91 afa sar
Y faurfoid (Unallocated) o138, f&5a (Slack)
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b= g1 ga Tes™ | A1 Bremite sfierer
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$YC STl fome R a¢-fde =9 uRemM 3iseye

B, TGS A< SgoRe U 9o |

SHA-256 &1 3 "Secure Hash Algorithm 256-
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Eoghan Casey, Digital Evidence and Computer
Crime: Forensic Science, Computers and the Inter-
net (3" ed. 2011)

Orin S. Kerr, The Fourth Amendment and the Law of
Cybercrime, 103 Nw. U. L. Rev. 1, 15 (2009), https://
scholarlycommons.law.northwestern.edu/cgi/viewcon-
tent.cgi?article=7456&context=jclc (last visited Aug.
14, 2025).
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wEA FWE (File Carving): a1 HIEH®I
TEY, ¥, S T T Fghd T g
AwY  (Signature) U BN HSTGUDI
Wsaew Ya: Ua (Recover) M 3MUATS
fafer =1 |

graEr  faw@wor  (Timeline Analysis):
Wefpens Bse o TRUa Afdess,
gRHATSE TRYPT T8I, Jd FSoR Sfasd
goel ®Tew  (System Logs) dAfRd &R
HIdEwRdIC TISH ICAMIEs godl TR dRaETdd]
BIeHA T 769 | I90  TANTHdID]
Tfafafdes I geaEws! H9 Ay 19 #ed

T 9IS |
favtw wrearaet @it (Keyword Searching):

WAafod  BREGS  SUGRUEHS  IARE-
THfad  sREeEedl 9W a1 Afaafad
ey s a1 aIREEw @, 9b
faomsrdr  gHu=Hl Il
SuIrl g1 99 |

@ faw@wer (Log Analysis): I9a  Sel
WFRRY a1 3FfAgGd Ugaert g Ul
M TAEA O &ISH Uftedhad
(Apps) X 9@l &8s (System logs) &1
AEGFIYAd GRIET] T6S |

FEHRITHT T Brea fazawot (Steganography
and Cryptanalysis): 3™ dl  d¢
Sfcs uRRefcr wWiadhews o a1

AdIedy SIdIth ]

s== drst (Encryption Break) airfa
perfdeadymr  (Cryptanalysis) denm 31
BhIsaeedl gadl (Concealed) Ser 3fid
TAERME! (Stenography) Ol &S
yfafE® Uy U §I9IO |

U] HRINH AJEEM Yhdre Ud AT R
JTHREd AR GREHIU JFHRV TS, S U
gl ReTREss  (ACPO Recommendations™)
R @IBTsH! Taaa~l g (Locard's™ Exchange
Principle™) S 1fid AMdswgRl Fcfd
TV | BRMFES ggedl ¥ UHING  SRIvSdrd]
gAY B IRIeTdhe T+ Yd dRieTs Chain
—of-Custody log A1 fzde Ty SiffoRad TR
R o WEEHERT 6 R | I Tshies
AEwH! FHIET (Peer—review) X dSTFd THTONGHROT]
ANEYHEs  Uledl THUe X A1 JARIEvRrY
(Repeatable), wwIford 7= Afd= (Verifiable)
gforem 9 |fb (Defendable) ggus | fsiies
YA URITUIRT ZhHAT Sae 3muiy (Daubert™
Objections) X ST GRIATDI HHAT T HFD
A1 N1 YAREd T AT WRPI HORAl JAeIH B,
STEl Ugfd X WRIeThd! favara=idr X Jraararty
Fafd wuH ge Sarso|

¥ UHE U AfOdRIswp] @9 (Association of Chief

Police Officers - ACPO) fsfSles wamr®r  @1fi1
ACPO o 3 feenfederer o1l deorsdl

dd 8, 9o oWy SrgeEAl fefes  yH

FO Ees® 1 ¥~ IR FesFee yed o |
B! RERE T TsHe dldlsels BRfN®
fasmer snrfies 9t "o |

GRS M@l MERYT 7 HNUS SIhred]

At

%

Taadl Ig IgaR @ g8 dvges  aEaHl
e wHAE®  SfeMUeE g | BRNE®
JJTEN SFPT AKIeHd] JJAR TS FHHS

Usel e ursst |

SWR®! wared ET@&ddl Daubert v. Merrell Dow
Pharmaceuticals, Inc. &Rl HUHI HEST IJAR
Saca! IMuftes faRmsal HrmeTe! ¥ Fspigwa!
Jgar I JAIAdM dfad  faRvs el Targien

WHRIAENY S gAkies gq |

Q9




") AIAAHT BRfra® qfiaed geqe o qifaty
T R aEH
AT TR TRlEvETe UK R Ao eTs
foega R~ gfddeT 1 dsded TRB | R
JUST GDHR TRPT J@bewd! Sed Uifdfdie i
AYUHT SR WeWEwn, ERES X B
FqAiieEdl @ Al gfddeds  §= Wid
AERENDT HUAT HH Tew | gided  awgiTs,
f@en ¥ A ggue | I9G gD e,
fafd 3 daes, 9 ISHod TIRUST JHES

fepves Y@fged THus " |

pR~TE  gfided TR el fow veeTe
(Jargon) 9T TT@l & Hicad ifdfde fdarss
FHa e 99T 9o TgE | ufdae T g ufe
B Fspigw I TR GHIVG] HEdals
AT w0 AR TS (ISTERHT SIAT,
RINTHAle  dgR TRB IRIW" SEJdl |l
1 TEES I §9) | &8s (Logs), FRINERS
(Timelines) ¥ =p-1ces (Screenshots) TrIfgear
TS IETER0ES g4, 9 Ufdde=H 1 FH e
RIue | gded @R T BRES
fovsers  weflel wuAT deud W IRER
JETHAAT IuRed ggue I g8 | SR
JHIUTR] dUdols gge U faeius ol IR
gfoRem 79 ¥ Ha-udiemr (Cross—examination)
DT HHA M FT=hies AR T FeH §JUS |

3. fefea wRfewa fafaemeia A

fefSes AT e wud sregey (Hard Drive)
91 %I gis¥ (Flash Drives) & dsdoad d
frr=ror foue! fdgafa seTaddr YHIvTd! SHuHl
U9 g IRV dSIghl |IY UTeHl TR 3ferd
SIS (Due Process), fsaeram (Impartiality) <
fqeara=iraar (Dependability) @1 I ARGEHES
(Guidelines) @1 |gzal Hgo [(deara-iadrn
g e | RS BE goTdEeRT IE@

iz

U.S. Dep't of Justice, Nat'l Inst. of Justice, Forensic
Examination of Digital Evidence: A Guide for Law
Enforcement 30 (2004), https://www.ojp.gov/pdf-
files1/nij/199408.pdf (accessed Aug. 15, 2025).

LY

B RIERCEANCIE I GRS R E s (T B CATI L
gHTo7 SIBIRGN EHH]
HADTe SAMTBREEHT &N FHEA U5 |

F) THRUATRT AT OHEE
a8 Sftes a1 Wfve gage o o W fier
T sETede A JERYD  dss 3
U, THTOrbdT X fagaraiadied! gauxierl
T@-q-éﬂ% |
arefvar (Relevance): JeMT S8 U T,
deg g1 [AuIeRgIT YHIOTRl  UchE
TJUE | IS BAGHT JDl BN T TR
UHIOT 1 JeIGTS YHIOIT a1 @usd Tgus |
qETUTRAT (Authentication): TFTOTHT BRI
Uel IQTGAH] JHPI WISRIAId! SR 318
TO | WRI U9 9Udl [SRIes  UHm
fga wre, fafewr @1 Wbs T,
RIS, gfafesfd a1 U Y= 798 Icafrel
A (SR ufrardiepl dFgex) de STenyfRa
(Confiscated) ardfd® ST a1 T & 9+
gfte gque | fSfTes w1 WieR 19 SrgHfd
e wd9=1 B3 =R JE & |
iii) fawamasmar (Reliability): @07 WRUcl <
faeara-ig gque | a9@] S STl Sdhed,
YUSRU X W X d=ifie wuHEl Suysh
k&S fefies gaoT wiger TRus 2
TR YA g SR g8 | I8 asm™
BRINTS FAHF Uglddl ATHare URIero
W?o |
@) waraw g fagr: Hifdsramr gw
Far yATora! 9 (Best Evidence Rule) &#d

@ Ul @ e © gumel ed gugs
DI UOTSH TS JGHERHAT THIUT DHIJD]

o C N
AT hRIdTIP] [TIHE D]

i)

i)

9% Jonathan D. Frieden & Leigh M. Murray, The Ad-
missibility of Electronic Evidence Under the Federal
Rules of Evidence, 17 Rich. J.L. & Tech. 2, 10 (2011),
https://scholarship. richmond.edu/cgi/viewcontent.

cgitarticle=1337&context=jolt (last visited Aug. 15,
2025).

FED. R. EVID. 901(a), https://www.law.cornell.edu/
rules/fre/rule_901 (accessed Aug. 15, 2025).



faegemyy Rrgra 1 | U=oTR AIaHT 91 JH]
Ififed dcadl w1 favardaaE uwE
ISP STRAT I JHIUD] "H& A" a1 "HIDhe
foaa a1 "Safed 9’ 9 Sedl wuEl U9 R

N C o ~ N
D[ [HLERT TJUD W~ AT THTOTD] g Ido

e faw | fefies a1 soaei=ed THOTRl gHHT
AT AYEUS 3 e §9 | 4o foad (Original
Document) IRdfd® HARAT THS EASS| g |

N N o .

fSfifcs ST "Io" Bige ®do fdcgw (Bits)
DI FSUE 8 G Mg I FR=R S®UAT R
g1 Haw | R FaEiRe wUHT HRMAGH B!

@1 qo wige a1 fAfsare fae (Bit-for-Bit) A
g Ufdefd (Replica) #1fe |

ARG S=1d Ul 9uar gagdewdr uf
af gD JRgvedl YAIOA B8 W1 HRe-
IO BRFES Bfd 91 goagid Scrhl GO
fic-smscar U wakpe wr fadel Stwadw
B "H&" YAV Tl (&= IRIaH 1 8, g9 9

agEa THaT auiE (Describe the Collection
Process): o@-@dies (Write—Blockers)
FHI AR IRAT I BREES B4 HA
faot=r ke ?
TE HH JEq %<0 (Present the Hash
Value): fdc-wx-fdc oM (bit—for-bit
match) gfte 9, godig I ufdfeie
Preiufhe earswel ywgia Hadl TRar ?
iii) feX@a®T y@a eqAw (Establish the Chain
of Custody): oIl e foq ud®
s ¥ IFGIS GG IEADT B B-He]
PHHE® ANGY ?
iv) fawror fafust smean (Explain the Analysis
Methodology): d=iHe gftediuEie fi-igmeal
dgdr X faearasiRar gAa Te Sel favey
T B [APES ¥ IYRUES YA IRy ?

HIADBT JeTe<ad] AEUIYdd STdTh X JHTONHRO]

ii)

B YUMSIEOS b UbRD!  STEINT T4
HEAfdd wUH IRUTGH ga YD US| Al

Seod TTRUW eg9-AF (Hash—Value) 9HTOT®R!
JGUSAT YA TP BN T AMaeTDH SUGRT
B | STl er@vsar (Integrity) S Hecaqel
q1eE (Medium) &1 “Hifesddr ga |

) JHTUTIHTUT ¥ H@UEAT: Tt STem et
fefSTcs THTITd] Faw==T He<aqul |RT JHTOMhRoT
21| g9I0T U T TRl SIRI® YUP! YHTOT THTfOIh
B YR ICodoels favan feersd qaia gHror

SUGE IRISIUS | THIT U9 TR a1 WIE0T gfidge
U9 YR AT Jlad Ol gREv T e

H1efidl wuHT ST SuRed HuR el uRie
THUs® | fadvse uReror a1 ufidedd el
qod: 91 yeagedl ad gy 98¢

T

9  Phipson on Evidence, 20th ed. (Sweet & Max-
well 2023), https://www.ebcwebstore.com/prod-

uct/phipson-on-evidence-20th-edition?products_
1d=99108177 (last visited Aug. 15, 2025).

TATOT U, 2039 I ¢ AT UM EHE Ui
g9 B |

R

Merhadl  3MadT  fSRies  yAvEwe! 0T
SYEIvE Uil wuer g1 TS Ued g
AN g1 Y YA g3 AFEIC BCleT Siifad
& |

a) fefves gwumn ge= f@w  (Hearsay
Rule) FT JUAEEE
aE=Iaa geer feme sl a1 fSfaRers
JHYF T ISTHd difex TRUBT 9919 T4 hRIOTS
g TG | IR [ SH0EH, CRT FadgEw
R AE Ew SRIce UATHI IEERUES B
T IR HYA B AREYAT fhe gl @0
g el $iice wefie a1 ser wier g4

T qUDIS GEo= FaH®l suaredl wuHl
UG 9ydhT B |

R afwe@ ™A (Business Records
Exception): 3121 YA T90H™ T
MRYBT ¥ FIHRIS] AT wUHT HUSRUT

MRYBT ST TN BT UUTSIEHA AR
HRITRD! AMGEH I WHR T |
Rlewd @Rl gHe  Ydeew, (i
BROITTES I TR FTEwdl Ie- |

i)




i)

fT-AWa F9EE (Non—Human Statements):
guiTesl &ie% (System logs) a1 GPS Scroid
HRYCI-JA  Nhogwe  HIMFS il
fraqey aRomw Rux a1 sfeea Ao 7
H (Hearsay) Fraqdae g6 4 |

iii) Ter-fawelt saw (Party—-Opponent Exception):

AT fdared! favgH uere ah RGB!
IR a1 WHRIh a1 B FAoin! fawg gHoE
BTG | TR YEIdl UeTdh] [Fad a1 SEeId] S
JHTTR] /UHT IGd TR G, TR X
AHINTG  95olle URCEwols  Ued!l faeg
yAaoEl foged, W uaedl  ®uH Uh

HedqUl ge 8l |

qrEay HRIEF TR THR T THAEE

SN Types Examination Methods Tools
Acquisition: Create bit-by-bit disk images FTK Imager.
Computer . . ’
1 Forensics Analysis: Recover deleted files, analyze registry, logs Autopsy, EnCase,
Reporting: Document findings for legal use X-Ways Forensics
Mobile Extraction: Physical (chip-off) or logical (API-based) data pull  Cellebrite UFED,
2 Device Decryption: Bypass passcodes/encryption Oxygen Forensics,
Forensics App Analysis: Parse chat logs, location data Magnet AXIOM
. ; Authenticity Checks: Metadata analysis, EXIF tools P T,
mage . . . . obe Photoshop
3 Video Tampering Detection: ]ngrn?r ;ie::; Analysis (ELA), pixel (@ BILA), A
Forensics p - - FIVE, forensically
Enhancement: Clarify blurry visuals
Packet Capture: Analyze traffic (Wireshark) Wireshark
Network . in . .’
4 r ~ Log Correlation: Identify intrusions NetworkMiner,
orensics Splunk
Timeline Reconstruction plun
v Capture RAM: Dump volatile memory S————
5 emory Analyze Processes: Detect malware/rootkits olatl 1ty,' S
Forensics - - Redline
Extract Artifacts: Passwords, encryption keys
S API Queries: Extract user activity logs AWS CLI, Google
6 ou. Preserve Shared Files Takeout, Cloud
Forensics . . . .
Legal Requests: Work with providers (e.g., AWS, Google) Forensics Toolkit
" Header Analysis: Trace sender/IP MailXaminer,
7 Ema1‘ Attachment Recovery EnCase Email
Forensics :
Server Logs Examiner
Time Sync Checks
Frame-by-Frame Analysis Amped DVRConv
CCTV _ )
8 . Enhancement: Low-light/compressed footage FFmpeg,
Forensics 9
VideoCleaner

Frame-by-Frame Analysis

Enhancement: Low-light/compressed footage
Source: ©Author!

1 Seealso Eoghan Casey, Digital Evidence and Computer Crime 45-48 (4th ed. 2018), https://shop.elsevier.com/
books/digital-evidence-and-computer-crime/casey/978-0-08-092148-8 (accessed Aug. 15, 2025).



A BN 1w o=wvl (Navigate) T fefoies
JAUTRT BTl 3 UIAd dergwd! T8 ¥ Ul
ghIg IMaedd o | fefices uAmel 9nhe
o C o~ [N o

BRI BIRAdhD] ARCTEAT ATH 9y THD]
JGUSH], YMIUTHAl 3 SETGAAT  AaHHaarg
fareawd wuAT YHI M SIgE-aGdl, SIS
R B FaaRiip] fIeuerdr, qedr X el

R T |

fefes @ea  (Digital Divide)
HHU (Cross border) AF&FgE

sodIMPG SIPRY ¥ fSfTes ufafdmr warTadra!
Ugadl d=vdl gioid @ree  (Digital Divide)
TaH B IMERES, HRIMAEERAT ey
=1 Wy ufy fefoiee yavTers faegemd &
YU 80 ATl e 2h¥ 96a® | I~Id ufdfaygsh
HGhee HAR MU BIIH, BRI X JRTISTS
URERT e BUPI B AR Sewdl IdhT

RIS ¥ IIETGHTH] Jeldl GaIsdl HHAAT TR
U] IITHAIC g5 Ao |

9. T

F) TITh VST SWEHT

g SfSes yAvT SIeTaaHT FHToTRl SR T80
AMY B A1 g 9 AV Agg gHT FREEs
(The Federal Rules of Evidence — FRE) &1
JIgeTgod] He<dqul YA®! §8 | Pl a A=A
FHEI GHAVTAROT AFS A A~ I UH B+
JHTOT] ¥qRUG  HER T8 | IHDH! R Qo9
THIY] g B =T BRI GO T W SRS
BRI qaerial wuHl fogo® ' A1 SfewRaa
THIY] F-0ThT AFDHERT f$Rofes wamn v T e
gfaferes o, SaH g 9 g ¢

i) fadiosr a@wT= (Witness Testimony): &

WGRT BIg® FIoled TRIGTOT TRT SUDBRUME] S&Ih]
AFHe 91 o BlRedl Uddmid WUhl Th
faes el sreTedHT Y= oS |

3 Fed. R. Evid. 901(a), https://www.law.cornell.edu/

rules/fre/rule_901 (last visited Aug. 15, 2025).

fafie fagiwa@® (Distinctive Characteristics):
SCI@y JAP] WY, FHH, a1 9 (SR, Th
Jfgd EXIER YUPT 3HG) R YA T
Afbe |

i)

iii) fETaa® @1 (Chain of custody): AR
el fSice gaveR sga=™ e a
RUNESEN CREE IS N IR I BT I
HUSRY] INGD] YA |

defrw Fnifafa (Scientific Process): <cr
ASHSG X RIE T U fAear=ig ¥ Jsi+d
[ T HRNGS BRI srgurad TRy
forar =1 gATT |

e o1 @1 9wl 9 ds ™ 98
7T R 909 (FRE 9009) 3Rt RS © |
T URANT AR F UM "Hgex fU<-se
g "HFYeR a1 Sl IUBRUH] HUSRYT TTRYE]
Ser' 9 'ge" (Original) 81 | I90 dSdhd QB
& Ser fowarmary sy fdfaffed woar orf~as

Bfd a1 fUe-3rsSears difod a1fbo |

Ao Foes spR® seTedeweRl A= Jem
TRy VERie haeEegR wfid WoHE g |
srereae U.S. V. Gonsalves™ &1 HeMl Rl
T {6 e Jeenrd IRRfIS=T THIRS
feflcs AT quar gHIfdd T YA T
afbs | AR Daubert v. Merrell Dow
Pharmaceuticals, Inc.* #1 fdd S A
(Daubert Standard) 3IgAR WHRE®H fIervsa]
IHUF I Y JIMDG  THUERS  faTewd!
BHIRIYONE! R fawarafadre e oo Tgus |
TG RIS [RvsEwars iiiges TN Wl
SUGRVT X IfUAYHT fAfEwdl dRiE  gged
g1 T gl @ e |

iv)

¥ U.S. v. Gonsalves, 435 E3d 64, 65 (6th Cir. 2006),

https://law.justia.com/cases/federal/appel-
late-courts/F3/435/64/641822/ (last visited Aug. 15,
2025).

Daubert v. Merrell Dow Pharmaceuticals, Inc., 509
U.S. 579 (1993), https://www.law.cornell.edu/supct/
html/92-102.ZS.html (last visited Aug. 15, 2025).

Y



IR B TSI TN Bfue!l Afde
JeTBaEweE g wUH uRadd g1 ufafde
Ufaeedl FERINE M 9 §9URl B | )
TG fafi= TTEwdra EH! gl o SRERES
Pl gl X g™l S Ferhl Uashe
TRH HRINTS [ATSIUES U T HUPIS F#Tfad
fRvsEwdl g€ (Battle of the experts)” 11
TP AR GeTd! wud1 fewol RS |

@) "< sfaesy

dH1 @ Frmes ¥ fR eres, faRy
gfow gue 3rfAee sfie=q UA, aj¢s (PACE®)
@ Jorad e yamvme Weriders
Tco | fSices yHmoTeT srgvsar ¥ mfSrdiRar
T g1 YA M Afbd ARl TGTS
FHR TR | YATT YR T Y&l YATD] R
JEd TS |

IARDI ASHD  JHAMI g
U del e wudr fEer kRuel B
IRRBIICE 9]]% HI SR TRYG! Ye< UEEwadl
g ACPO (Association of Chief Police Officers)
ERT HFYCR-IMYIRT FHD] BIRT SIRT AR GRS
(Guidelines for Computer—Based Evidence®®)
Tls Uh A HIUAIRG ARG Th! /uHT
T8 TIRAT FA BT YOS I B HrATad
fPgwgRT 9N geu™ fousl © | A

AneFEwRdl AERYd Riges 11 89 :

O N
gordddl XU N]

qf{ad® a9gHT (No Alteration): &#gey @l
3 USR] IUGRUM] TR TRYDT AT
JETGTH YHIOTRl wUHT GART 9 U9 &l
A HRFE a1 foqe gfaffess g
gRETH a1 BEBre TRDI IS |

i)

HA ARt L&T0T (Preservation of Originals):
A HHS HG SCHT Ugd M SMaIdh STl
JFARIAI TR T T WEM gIe X UNIeTOTeh]

i)

% ACPO Guidelines for Computer-Based Evidence
1999,
lines-for-computer-forensics/ (last visited Aug. 15,

2025).

https://athenaforensics.co.uk/acpo-guide-

/2]

NN

HAYT TRTBT RIS ¥ AUATSUHT HRIfAf

FE g =1 YA geATsd e ggue

W |

T&uTE T ARt (Auditable Trail): d#geR-
MEMRT  UHIOTRT |1 YANT TIRYSBT A
PRIAEEED] HUReT TH Al AR RITI]
R HIH IRF "E@qul B | F U ol
e T ueTes R BRIfAREwd! vy
T R GAE SHYH g W9 gJU9 |
JFTUEHAT a1 WiEhS DA X Al
AIUCUSEHd] Ul YUh! JARad T i<
foerea) ggq Tgue | gfe 1 e
JHIOT 76 W BRYCI-Scd~  BIISIe®
ST G~ JA0ES Ui JHOET aed
g1 UTaess Uie dorrdel Criminal Justice
Act, 2003 ERI WHAY TRYDI T | FAOI
BT fBRIEAD] YIGT ¥ BRIAD faewsien]
THIUE® Sod Heddid B | Afd AT HRYSGRI
faearriia aR®res Icared IRYDI 8 WR
gfte M Wih® 91 SHACITD  STHOED]
fUc-omscers o “fowa @1 o A
A= 91 R.V. Shepherd™ &1 gemT =
9yl o |

aftd wfoer smRe yomeiel fawkid wdie
Fades 3 W wud aR9Iid faarfae! e
JBRTD] FVRATS BT BRI BRI I B
Faaiigwels U WAl YSH WPl B R ai
Tl yAEEEA oW g9 99d OFF 9J9 |

WEREEYIL

DI X UAfAd UeEwdl foudl EasiRe ¥
afpd gftcdve fefsice gamorer emmr RigigR
faegamdl dTd] ®UHT <@ WP © | oD
NHSBs WK BUAT FHIET T JFS GATT VA

Tehed RE PRI | Y TH 3y SRR

2\0

iii)

R9  Rwv. Shepherd, AC 389 (Eng.), https://www.consum-
ercrime.co.uk/site.aspx?i=ca3111 (last visited Aug.
15, 2025).

Evidence Act (1997), § 35 (Sing.), https://www.

mlaw.gov.sg/files/linkclickbd8a.pdf  (last
Aug. 15, 2025).

Rz
visited



HFYSR FUBRV] WRUQ| H5ATGD] FARAHT ISP
JFERATT G AR FEAHT U IS8T B
PHROT B 91 G &I (AR HUHT HRYeR-
I~ JHOES YA foA |fbe |

RIGIgR®P] =ATAD YOMSIHT SB3dcITeh AP
JGusdl X fIeara-iRaIer ST Jegd| Ao |
HFYCY FAIG Al FHaLITD Mo HISRURARR]
"FOTER U AT AR @Rhed DI FHITSTH 310
< UGHT ed] "YHIU-UF" U T JAMER B | Al
gAY FafT adide  [SRERl g8l
HHH1 STT Iedra RSB ], HaEd Hrygex
ST oA WERed] PRl ¥ ST vevle
RGBT g wwR gfte 1gue |

frgTgRe! IruTfee 7 @R wIfiefie ga!
© | 3GT&de Public Prosecutor v. Chee Cheong
Hian™ 9g&!I HEM1 FHI07 Ud] Seeddhl IR 8T
fewpdl BRI~H dRRGS Alfsd SRS 71
dfb BEel gl | gfe fde-wr-fde ufdfef
(Bit-for-Bit Duplicate) & R HRAHD
U feRigeal B9 9 I URATOHES Al
foq1 |f @r= S5 gemT s|ods 1= |

. UTFT ¥ et geent At fefses
wR e

fawgar vafed fefSics  gufdewdl  srgaxuD!
AHGH URMMD  IROFHAT gDl UGB GBI
FHGIOME  BEA yonemn  fSiies TS
THIARUG Mgl gAkies AUDl © | 3R
AT, WA ¥ =R FHIeA T FHrg ?
TEideREs T f$ies  fawe  (Digital
Divide) ® | foriies anh ufy e Srerarazerm
qUDI Ul fdwrIe wigal Soik dfcd g
MRS HIATHGUD] IFRSIs IBAST !
JHREBT IMMURIEE ARV AqToHSG  [Hors
AW B9 |

% Public Prosecutor v. Chee Cheong Hin Constance,
3 SLR 401 (Sing.), https://www.elitigation.sg/
gd/s/2006_SGHC_9 (last visited Aug. 15, 2025).

) qfawd wEAT ATAECOT

qUTGHl ge faR AseR drd fRd@Er oA |
fefilce mrR~a® e uH avE B | Sioies
I SHIRITH YATI FHE BT (A~ BrTewdl
BRUDT TIHLS MR BH B |

i) UHIOT @9, 039 AT AUGH! IMIRYA YA
FTA 8 | yo Y A IR fSRies =
R A1 G fSRice/soagite Yhsgwndl
g, SR a1 yEoiaRoel g faRy
g B | A1 WREREE Hifae (Physical)
¥ fofaa wum  afvew IRe afed
(Documentary) UHIUIES &iEd © |

0019 ATHHT HUBT QAT FHEFe UM "feiies
a1 [IEiy W[WHRU" YRES] 9 IRAM IHD]
Y gl B=* | UH1 e W1 Wl &(9),
(82), (93®), (k) gu ™ “feRres/
faeia/sea-gea wegm (el &))"
IR GATSUST B | IR THT 98, 9¢(),
3y (W) #71 Cfefies, fgd” e
UAT B YUH] B | AP I
Y D] TG YART HUDI B | YATITH] Hewd o]
Ry "THICID” DI AT fosual B |
$fcw a1 sHacI=d” Bl IR, T JHTTD!
ufgar  (Diagnosis), dgda  (Collection/
Confiscation), f2vrad®l g@a1 (Chain of
Custody), ®RFa® W& (Forensics
Examination), WRqciierol (Documentation
and Reporting), fSRices ®RME® 19
(Digital Forensic Lab) Sl He<ayul $R1e%
FHIY g SHIET ARG g D]
AR HUPI B | HoEHU: IEGAS A
ATO] I YHUIG]  fAard-iRIdre]  ATIGUSdl
] SRTee UHTOT Hearsd= &1 JHTOTRT
R Rrgraged AR g sfeRel © |
IS fSfTles a1 gsoaci{e TATIT THITT WUHT
gEMl g1 BhoeEe U by [deemeE

f3de™ (Inconsistent Jurisprudential Instruction)

30 W (), THOT U, 039



i)

R deare (Ad hoc) A1 SMETRd 4 HUDIS
gRumer®Y =17 (Injustice), S (Error),
®I = (Legal Injustice), 3Tamagel
fA9R1 (Unjust Decision), 3igfd %1 (Unfair
Ruling) g 71§ =1 Tua+ (Miscarriage
of Justice) @1 TWeRT fde@M g0 |

TFIITHR FRER U, 0837 ST
fefSice a1 soacI<e YATID] Ui X JHd]
ASER BRINTHD] T PIAD] 3T HUD]
gRYeTHT A1 VS ANEE YUl gSaE
g fSes uad WHR =S | Al
U] UIAMHe e HYals Il a1 TaaTg
HEgHAIC B AUR 91 dRERSTs dgd1 &g
B | U] T ¥ B TEfGT BIAAT B
a1, fowd, sfed a1 o @1 31 foRad
a1 giad WUHT RARETDT 91 T5Y TIRTDI §Ju

Byl

R

qUhl B | CfIE WGPl aoad AREES S
B | e USFUOSHERT USRI AUl g8
TEDIY, T AWPRVT 004 BT TIY2 A IqSTg 3
el Y TRl WERT IRTST B - (9) TE@IHGH
qIq® SND] d61 ATHRMEl Whiodd o= &foh
ydTel; g, () U, drm; emeyu e Yer
e fatre J=nfe Phamee S TRe wIih;
fagel, ¥ (3) dIcurs; 99, dcdl; [l | 4o o=
“faga” 91 ST U SR I AT s a7l
BQT UG TST-ISHERT YbIE sl =T33
SrEpTel AT fAgd” WDl el sreUSil Electricity
R Lightning X1 =71 ggdel fQUdl © (Ycoq) |
TR AT UHTREERT ISR (069) “3risil-
OIS AT AEDHIY @ ISIell  AWarEd I
“Electricity” @1 faeisvrare a=e! “Electronic” el
Y fgaedi Ruer & | aod fEgdy I<s
“Electronic” 31 FUTS! wu=R “fIgeia” T wifie
TaH B BUAT F9T T3d B | |iseaR a1 Techno-
Legal fagmd! “Electronic” el Tod 3 fawRl
SR TATSIHRO] TR RGP wUH "ToHaeITdh"
(T, YGeR; gexic, TPRI) TN T Ao |
aad gwgd owH CfiEdE (S3dgNe) BRER
U, 2083 B TBIEIE HRER UF, Q063"
e IRTDT B

gger UAdl U]

N Ieovd@ IRYBI YU dU &I T,
fosad, sifieg a1 g1 A1 UF a1 I9 U S
Tl e SfeaRad ugmar qu1 ™ AR
AAeEd wuAT IRITHT U Il [
AMSES U S AT I TS" H
yauEe  fefilee a1 soaciFe  JHvE®
BN B0 WA B A AFARTH
wnfid ew | R AT WS Ul VT eEIReR
o a1 @ifgvar emiifae  (Virtual) WHTOTRT
™ (Diagnosis), RS HGDHO, ENNEEY
Y@@, BREGE [Aeavr a1 URgdieRTDl
gifafrd-arg (Techno-legal) Ue<eH ARG
ge™ Mo |

RSET /3T wnffafy H'%HT R09Y¥: HTfdbHh]
GBI U, 2030 @IS URIRRATIT TR Q004 Hal
9 g/c @Y 9Dl GElge HIolaR] I Qdl]
Hfedres Uy Hfddl, 00 I <™l i,
2008 BRI TRI [T HRIAR BRE
7u 9 < g3 UEs emiifaa (Virtual) @
SRTcE/SaagI e YATITD] FravH JITATIE
(Compatible) B9 |

BroleR/qa HRIfAS Gfgdr, oy B gy
ueH fSifes” a1 “sadci=d” IaTaedihl GRS
TIRYETe fAenfieres UTaT JqarE 7w AlQydl
goi gfe (Prima Facie) # ufic® | BINER!
AfedTd! a1 ¢ #1 e’ gy’ qregsde e
Af=, TH1 98 AT -3  Hare  (Video
Conferencing) #egHae daE foq |fdbd, Tw
29 #1 Hifcres JHETT URlerer Tgue e g
FIEUAT Eh] MR, GBI & A1 BT a1 fagd
H5IR HEFHAIC FHEE dHG T i, S
908 ¥ 994y HT #[¥-g 2y Hdlg (Video Conferencing)
Ahd el g3 i, W g " ATEEH
AMYGRIFAA 9B qUF, RN a1 foEders
S-GRIBT AGTAT fMWed T b, THI QR
A1 gl wegware fogd smemue™ 19 A
IR Ioood WU U Hidl BRIAY I AMeRaenoTD!
UHAl GeTSUdl B | UADI "GHOT UH T O
el w1 ]] B aral X ufarals yAmeT U

iii)




el fSfSes/[saasifa (Virtual) THIOTHT FFEweH]
F UEEE B | IHS &I A ShEwdl I
T JauTe® UHEGHRI RIudl B | 4
T SaFl HRIAR AfRATET SH q04(9) T THS,
RTFI fAgRia gaammhd ®e dHe T
Af, TB k. " HF-geg d&e  (Video
Conferencing) ATHd el Tierr 79 Afd, T
R¢(3) AT BHGIHI fJaR0T JgHISSHT IR
SRAT g IRy uf gl dRIfAS, g )
JANMASHIHIVT FRHH U A B |

7Yy SferRad HRIY THew AZaR BRFTH®T
1 Ul M, $RIRE, ArieeE a1 U aRA
AM W SRices w1 a@ded a1 g

faferes Sfeaardn gaer = e |

N

SRR X b ggariiEwd Yuhl f$fiies)
godeI=ie a1 3Mifad (Virtual) SR HReER |
gifdfeie-wrl (Techno-legal) THTORTRN STl
HIHTAT a1 STSArD] HRY IAew IR YHTITER
ST a1 g1 g5 RmarsH, et @b I al
yATorHh! AR (Course of Evidence) o faem-axat
AN @R BT | IFH! SN IAEw YA
HIH A Rgraa ¥R U4 f[ddbed =94
TG | TR D RV [SRiew/gdagie
THIUGTE ARG T W [Jgrl g 3
g B | TUIGHT GHIUBI SRIUSHT RATfUd I
AT DH BRIFAH AYgUs ¥ &M, Agha,
ferade! gEor fdvger qikvifta e
Al AHUDIS AFEEDHAN I AMISTDhEwdIeC Tl
JGTIED] UH  TRUGRE T URATDl  GHUAN
(Abuse of Process) ¥ gHEgAUl  SIHATI
(Malicious Prosecution) g W76, URUTHE®Y
<Mmgdl g1 (Miscarriage of Justice) @ @axl
Eo |

@) fefes wrfras garmmen T gwomT aderon
JANTEGTR] HUGUS, GHTOARY R JURKIRIATD]
gfedvre AUTeH geact fafafde™ ganeness
SHRTTHT X&DT B - Yeb YIS Te™l R 37hi i

don ufafd 9oy Iaid | fadeedr fefvies

BRITEHS] SR TRAFA I Hifdd galeR ra=

I T |

i) vfgn fafufemm wwamen (NFSL): e,
s X 9fafe A=1ed i Uy SiadyRae]
GABCRAT 3faRerd NFSL &1g wa— fafdfdsm
TR A5 | IF 3T=Id efaRIdIaST,
Tdca, HHLsl, SUAY, IR, RO,
q=aoig X fdaifed gow dor Baffeoies
T IS TPHIges MY UM I9 AgdR BRMAAS
UPHTS AHURIG T90 ARaR BRETE AR

Wqﬁﬁ'

ii) Uw wEd Fw  faftufamwm gEwrmen
(NPCFSL): -0 U<l 3R I8l BISHISDI
HERGEAT 2/gRerd NPCFSL & Silg fi=H,
ST Uhisfors, TARM fasme o S,
TrEIRy, fay fagm, oiferem, AFIS,
Uy ¥ BRI TR 99 9 BRINTS HaE®
UG TRISS 3T UM I =Hd ge A8
HRTH THIZP] 9T YIS T [Siies/

gOaCIEG YA URIeTo] T |

iii) st smEeaW fawwr  (CID):  sroRTe
IFAHM R ABAHDT @I AT TGAT ?
NMEAIH FARATYA T UG TeIdl Dl
e 81 | vty rgaEE T AfdeHiom
TH NI 002k W fSRies wf~®
ITd RIYAT HUDI AAGE US| IR
IFEIFD  HHAT Fehod I IV
fostal fSice ¥ godcId JHTOTRT glefor
favrT sRiRa wfdfdes SHefRhgRT IR®
AT TRY SGEHD A R el SRS TRRSTeh]
@I f$fTeces wRfI® g (DFL) SR
w | fdwmrel  https:/cid.nepalpolice.gov.np
ST Ge Ja¥Tse Aoaa-d1 B | f[AMFIER
UHIRIG "IURTY AIA®  3-gofed DI 0
TG 3IgHDI THRHAT fSfics BrRFa® TaTae

33 ©gem, https:/forensic.gov.np/pages/intro-abc-1/
3¥  Bger, https:/forensic.nepalpolice.gov.np/



iv)

20¢3 oIg A A A= v Fer ge
fiYear Q] gl HErdl 3j8 FgE  URIEAT
TP € TRBT B |

gfafd@rs @ed (Technology as Target) d918
IR ARER WREES ¥ A= wroeN
JRIETEH Gegwdl FHEiEg  yldbers
A (Technology as Instrument) §TSTHT
HElESd!l  JJAYFH  SIvlce  HRAE®
TANTRNGIS S1d a9 Tfafafd, sMorsd 3,
HFYeR X HEGS HIRFD SIRIAD] YRl
T IRPI USD | JAD] MRS =1 HARNI
BRFFH  (Volatility) &dr,  ISO-99o3y
UAVIR®GY AGal X fdeaarsd ol &S
(Locate) <sdoa favewor  faRivsar o
AR SThT B | SMURYT AHINTE F5uTo
R TOSE BRINIHHT YANRISGT M FeTd

HUH! T IRY U eu Sifes 3 daeelie
gerEwd]  Sed  UlAlEg  fdesll RS
USR] A8ART 3Maedd U8 | Jade
ASeR UG FHEFET  d9gal  Eewd|
BRTH TRIETUThT SR TSR] ST,
difod, BSdIR, AYCdIR X HIfdd  eTHdmEl
Jfgly, e Yol ¥ WK HUeve
FHRIfAfA® g3l gAK B |

qEaY SO o UAfdr  &sHr WUl
TdFaH  Aenor  MuRIfd  BrarheraH
SRUINT TR gfed g4 TA-13i 2el I gghiat
JURIGD!  Jeieh  UfAEgRh ST I
Seeae AT Qou4/02/0 AT IATUAT HUDI
AR FRMA N fSes BR®HS eF
AN ®H B | wdoie UHITHR] U,
AEDHGA, TWIE0 I HArSAodl  ifdfered-
BN UADI A@El AAYFh TSR,
AFCAIR, & OFIRPDI ME B | THD!
Al 3fhce IR, e o<,
GHT ¥ FTESS BRITHOT 3+Id Ufaferdr

H

gay, f$fTee BRES 16, STURIY = A1 D
$-gofed, 0¢R (V18), WU UE WM BRI, IR
gE=a 34T, https://cid.nepalpolice.gov.np/

e ¥ fdweyor T glemge= ISO/IEC-
oYy IR SIEEA
HR~TH TARTSTR] 9T B |

T WA BREE g@Emen T mfatas
faramer T R Ee
RIS JHAVMET JfETaadl g 1SO-
9oy URR YA AMGHT fR 1ds | 1fes
TG BREGS  GRIAD] el SHFdIdG
(Unstandardized) Ucihaed ¥ IuaNvign (Tool)
P HROUT JURKR FHIATH] JTAH Bf | TS
F5ATed UgHaes (SOP) X wedH-aHie (Peer—
review) ®RIAEEEH J9EAT SN[ AFD
(Daubert Standard) @1 3MURRIGTH! HIHT IZdH
ORNFE  gTedeTeiiedl  (Reproducibility)
gHIfOd 19 Afhad | godl fSics BRNTS T
ST WY JJAYE ARG HRITTTHIH]
WA AMUDIG  IH3 W B9 HdeTee
HelEndl BRIID Geve! e iaamr ged St
TRPI B | SHEHBI GRS YIda-H] RN
UaUE®l NeU SIEIGH] AT qHA Al
g orgau-  BRH  (Investigative—
forensic) AIS®, AT deerdrdl Adq= fAfdad
T g (Arms Length Principle) fduwdia © |
SIfergd IR A1 BSRR Age-@a) (Write—
blocker) a1 Bremnfthe 2ifse ARTEw®! AU
TR U QIS SMgUHsN AUl (Accreditation)
DI A YRT T Gibad | wiidfdd yATom™
<¥e  fOwge gaRifUa T oawdd  [URR

HIAYG Xdd

fa=vEs  (ASTM E 2R9§-9%  HIUGUSES)
eddl wa= ey e wRf<as g
ISR LWIUAT I D © |

q)  FIE AT

qUTGH! g WS fSies/geacie gHTTw]
#g<d, IEh! Gfd X USR] ATAT dda ¢ Ui
I AR BILAD] A I ATRISHAT UTfaferes
STFd! HHIDT HROT IRAT 41 Wfafed fArresars

gefies Hhid g RN HUDI JaRAT BF |

3% Dr. Shree Krishna Bhattarai, Cyberlaw and Internet
Crimes, Nepalese Legal Frameworks and Judicial



W fSRice THIT BIADI HEHT  IARTHAS
FHM T2 9UHT JEMT URER 1+ A8
TRIED AT B | WK A al HRIAED!
JUEDH] dEGE AFEIN  ATBRT I TRHN
o O\ ON o [N
Jareal fefifes a1 BRFA® gAm Rd@
I ARBR] Fiellgwols WS- Fa &FdmHl

TURCR X AR URIeT0] ¥ =IRIAT (Calibration)
P A=A SRtes wRNIHRT a1t |Gav=r
IUYH AFD B | Al AFHe RNRISETE e
yifafrd wuAT g8 X WRUal gRuHEw fad werd
B IR ge T | A ARGl SIgge UvTe!
JUTST @dhewdl @I U i< #gwaqul ¥

YHIOTR] TTegdl AR e | 396 ol
ASIgd IS YUPIe UfTard] UeTals Rl UHTol
RT3 Wued TH A IfaReN w | SRt
THIUTDT YTl X WBRIATD] FEHAT T B
I BREAH AUeUSH] WUd qreeE a1 AR
NSPELI I CICCA IS GRS T IIRS |
JATOES AR U0 T8 TRPT ST B |

TUEHT R YUeels  AYgM@aRe T 3o
Sfites ifca®! magasd © | A1 e U T
fIeM™ AT R I Weoew Ja qal Yaigd
TRINAD! 3MAIHAT TS | UGhIgdl I o]
BTl YUMTSIh] 9l X UHTGhIRGl HIIH I
SCICICIIES L BRI | I e L C A [ M [T

(Patchwork) ®I1I srw=THdIe AMY 331 SR
BRSS! [Jeaemd] A=Y SEF RoTS

SRS YIIHR] HeH dled R fed Hgaddl B |

3. fefea wRfe® Wi ITF S TEEe
T HUIUSEE

f$fotcs yraES fdvauf~y, ardfde Y IeTeddl

W B4 ¥ gaMfd T Sies wrf~a®

IRINTE@TR] JORARIA], TIEUH IhT FIRIES

R I=RIET AUGvess Uil Rdl gie T

qagUe | YANRNST Gsaiod M URINTS
FrifdfeRs for Sa1 dsdod ™ wfdfes

[N

CON N ™
CIRICICIAC R IS EEAN| Aq SIRINIgX0gIRT I d

R R o |

%) ISO/IEC-9903Y AT

FRICT AT Ui BRNId  JANTENAES
URER GHTONROTR] w0l #9 (Gold Standard)
71975 | ISO/IEC-99o3y AF®G WIARTRIGIEHd]

Practices, 181-82 (Communication Registrar’s Of-
fice, Ministry of Internal Affairs and Law, Bagmati
Province Government, July 2024).

INER 3aegdh U favg g1 |

ISO/IEC-q9o’y A=Iare 1 griee ghitem
TS:

i) wfafaw &war (Technical Competence):
TSGR fadest o werdes  difbyd
A Argal Te  TRGI,  arfeAuTd I
AGHIS WIRYST B |

ii) WA fafteE (Valid Methods): TR
WRUGT X JSHd TRITOgRT YA BR=adH
faeowor ufafdes wAM TWRET B | g9
U TRUBI BTSRRI FUCRRDI TAd
goh1l JATUIIRUT Sifiehed Ufcrae= 1 |ATde

B |
iii) UWAT  FEEAmA goTEt  (Quality
Management System): UINRIGI T

eI URGR  FaRATUA  YUTTsTes  Garoold
T SO SUPRUEH FARAMYT I, YHAUES
TIFEG T X YAl BRA IRET UCIhoss
JUATTH] B |

iv) sg@fmar (Traceability): Y% AMUE <
SifeU®d! g1 das | yarenerel ISO/IEC-
990y HIFIAT IJAHI fATqaf e ¥ erdrd!
Ifesdl Fedhd B | I90 JQTodars e
dE-uE AR (Third—party guarantee)
fao b yHTUES Pel STRIGY AN w®!
JIUIGTERT U=Ne ¥ uieror IRTH] =7 |

@) AM® goded  dtaiuge (Standard
Operating Procedures — SOPs)

H\6 I5aiod dRIfARES (SOPs) & Td ®HoR

Yoo fefiices BRNId TarEnem®m dsaredars




=0T U GF U Ut WUR SHIRR
¥ ufdded SR AHTaES A1 TANTRIGIS UTe]
T IS HRIfAfde S fawgad, =Rvag (Step—
by-Step) <eME® g1 | SOP 8560 TINRIGI]
TORAR (=01 gunete] S SR wuEl B
T84 | faiewe U@ Sieuedie BRFG BuHT

SR, FAMDY I GAURIE 9 A aRere
T 9UHT B 91 A e |

fefsea wrfes g @ft SOPs sieta

EIHN FIEE TO -

i) T gEwefaE (Evidence Handling SOP):
T fefoies 3 Hifde g1 gaos sfiad
T, ERET T ¥ GRI&T IR g fRRTEded]

YEGIOR UeTess U+ |

wRfEw AT (Forensic SOP): ISR
(Storage) fAfeardl BRFTH wUAT I
Bfdgs IdeT T renfhe e I oxE-
wavew (Write-Blockers) TN T-d! SIA
Uh Gh, IRUEg (Step-by—Step) gReet
(manual) gRT AT ANMSRE §6 |

iii) faeAwWoT (Analysis SOPs): a9 fa¥Iy gaR
P ATl BN JMaeId HRIARNES

SUGUES qu T8 (TR, FHIRET faeayo,

g faeayor, w5 ®iFa sl uifk)|

IYFHIUT FHIUTHTOT (Tool Validation SOP):
AT Y FHRERR ¥ SRR SUGUEHS
qgl B R fIvgafm oo femeq 9R
TR X gHIOIG T HrIfafd uee |

@) 9gfqagd @@d (SOPs for Report Writing)
JHAT BRI Ufdded S&Tdl SN Uh Aes
FerTes uo+ G g3 did, Al ¥ aTaaH
HR g6 |

ST BRE gefor yfaded, I a1 [UHIIHR!
JICIheSUR JEIGaA! fadae IO g8 JaaEd
SOP &5d! UIal el ¥ HISheS Tavs TRYD]
ORI 91 51 YA S8 g o |

ii)

iv)

N

M T firen, wwEaT T U e
Sftes BrRfFTH®! fAen 9 aRadeie © | =@
foq T IRRR, e Ried ¥ WNiees
JOTIXHI \’J-II\:.;‘CK"‘I\, NS L'hNIr:‘{'i(‘b d-Ij‘H*bII"ICI’)CI(ISQWCbI
BN T HSAZES TSI e | IS TS
TR ¥ FAR=oR uf¥ieror Sl B |

FEEy®  JHONEHOT  (Professional
Certification): =[Fdq wWRd! WU 3 AfTH
AIUGUSER®] UTGTh] Ufd Wy fawrd
TRIEES AChES BRNIH BRI TaalAR
(CFCE), GIAC afiwge wrf~aa favovs
(GCFA) ST arad YA 1 YA ES
e e | A JATIEEG®] WR - HRA
IR IRAR FRAR ST T HST URIETd]
JAMMILTIHT UGB |

i)

ii) frwmT gfewr  (Continuing Training):
JATRMGTR] JORAR X &HdT HIF IR 13t
IRV ¥ UfAIEE TaH THTErl HHARIEHOS
AEed dIfesd 3 T The SHewals g
GO R HEd T |

TUTEAR  gffEaar  (Quality Assurance):
Todilg® U SIS I e T4 Th il
TR gHRedar  araeds  ues  SfdHl
BRINTS UfIdeTgwd!l IRER FEhH! FHIel
(Peer—reviews) ¥ 3madl  (Recurring)
JMIR® I T W@ WeUes FHAY B |
JEG ARSI FR=R S JORCRa®
IRvHEw a8 91 g™ KT |

") SUFHUT T TfAfeE qaraal Ao
f&fS = il

TR [Slce BRSNS
U Y ufdld qaigR e B | g|H
U SRRTAT oA (Open—source) ATTAIIS
BHRAD  FUCIIR  SUBRUEH,  GRId  YHTII
HUSRY] X Il SCRICEw YRNET T4 ARHATSI
afEs WHE g0 |

WIRRIGIH]  Hd  SUPRUEH  ATIRIIHT  quT
gHTfRRYT Yeparare Joig Sifard g8 | SUSRIT

iii)




gHOMIBRY gl BIRFA®H  SUDROTHT  fafdrd
I Bl e A1 9 Sev AgAR IO g0
¥R gHied e | aqar 9 @R1 e
SUPBRUEH TANTIGTH] Ieed  UIIGTH  Hard
B Al HRISTHIT YA T,

3gd  URUIMEDI BN OGO STHRITD]
JTSCYC WRUGT R Y: WU B 941 gfte
T, X

IUPRUG @ P wiewr (Known Error
Testing) Ufafd SeieHT &1 R 914 ICe®
TE HUAT U SIS Al IO T |

[ IATen] ST WATYAT 79 AT YATONHROT GaRd]
AED B | WANENSl Sfags gfafted Wy ufH
q WeTs SIfoge gwdl U U afe SuaRol
AT TIRGl B9 WY AFH] URUESUR

JETHAAT FARH FHEAT T4 g1 HI0 |

¥, fred T gweaEE

gfafey ¥ HA drEel gR R B | Al
T fSfies srauass (Artifacts) &1 UHIOTH
Sita-re=n, e, ENRED
IE@1, GRIET0], GladeaRe el I RTSdd]

ARTEHTIH FIN<T I © |

ON N

SfSTcs  TaRu=dl  Ihe  ISTERID] W]
RSB, Jord ¥ RIGIYROTRT Q¥E0e Aqare
TRBT FISAT BT QT I JEh  BORATD
Heaikde e’ 91 B | [Higsdl  yumels
BRS Ggodl, AMGRIT RRIEaH! YoM
JRGUEdl, ISl Y GRIAUD] &HAT X TSI
URJd THIUR] WedMl diadl s T | @R
fefics HIRFADHD]  AATIRIET gDl UTeDI
BN A YHANT ¥ IREAHAD GReT IURIEHaD]
avae Sfad srRfaf (Due Process) I =aif¥id

faearaare ST BT SIRIH AHAT TRIESD]
Gall

yAffeEs 7 Fed §R IR e, I aHIER/
HTIGAIN 3ZHHYT, dic-c 3M=hyvT, fS3NTH SM=HATT,
RH-39-5-fs® ATHAU, Ik A=HAv, irs

Aehed, e,

O ITgeR. TIR1Y X UfAfSaTs Aegdal wuHr
TN R IRA ufafd-wem (Technology Enabled)
JIWES O, foRim oM, waa S, anl,
USRIV TeH  UlAf-|e  Qarl R

gelsad] deal oligd quiadl f$fes
(Ecosystem) ¥ 9@ TREd B | IBacITH
PRER  UF, 053 @ (hico/sowrie
Yhesgwols ARl gr=adT vy ave f$iiics
BRNTS I FER BIHG] Wi aRAdHAToTR
TG 9 Gl B | HISQR] ¥ SdT] JelgwH]
fefoics gHIvrh] T1fdd Hod I9d] dISho,
yaofieR ¥ Weridiers A= 1 faftee
fagrl STl S9TEHT HHGIR g1 gDl B, SRI0
G haeEs FRANs |

N
ENISIBED
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